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Pa4ent expecta4ons 

Americans expect 
control over personal 
health data, but…….. 



Where did this slide come from ? The Medical Information Bureau website. 
The MBI sells claims/health data to insurers and employers 



35% of Fortune 500 
companies admit to using 
medical records for hiring 
and promotions  

65 Fed. Reg. 82,467. (BEFORE the amended HIPAA Privacy Rule) 



President Bush implemented 
the HHS HIPAA “Privacy 
Rule” which recognized the 
“right of consent”. 

HHS amended the HIPAA 
“Privacy Rule”, eliminating the 
“right of consent”. 

Congress passed HIPAA, but 
did not pass a federal medical 
privacy statute, so the Dept. of 
Health and Human Services 
(HHS) was required to develop 
regulations that specified 
patients’ rights to health 
privacy. 

1996 

2001 

2002 

“… the Secretary of Health and Human Services 
shall submit to [Congress]…detailed 
recommendations on standards with respect to 
the privacy of individually identifiable health 
information.” 

“….a covered health care provider must obtain the 
individual’s consent, in accordance with this 
section, prior to using or disclosing protected health 
information to carry out treatment, payment, or 
health care operations.” 

“The consent provisions…are replaced with a 
new provision…that provides regulatory permission 
for covered entities to use and disclose protected 
health information for treatment, payment, 
healthcare operations.” 

HIPAA eliminated consent and privacy 





Reality: 

health data mining 
industry 



HIT  
No privacy, weak security, data for sale 

No privacy 
•  Over 4 million providers can access protected health informa4on (PHI) for 

treatment, payment, and healthcare opera4ons (TPO) 
•  No privacy, ie consumers do not control access to PHI 

Weak security 
•  Easy to hack  
•  Even with role‐based access, result is insider snooping and theS 
•  Strong 2nd factor authen4ca4on not required 
•  Encryp4on at rest, in use , and in transit not implemented 
•  Ease of copying, stealing, losing mobile devices 

Secondary uses 
The business model is selling data for secondary uses 

No trusted seals‐of‐approval for privacy (yet) and security (yet) 
Industry seal‐of‐approval for security (HITRUST) 



Personal health data  

is for sale 

Cita4on: 
h3p://pa4entprivacyrights.org/media/Evidence_of_Disclosure.pdf  



2010:  Top Fortune 500 Companies in  
health data mining industry 

4  General Electric (GE Centricity EHR/HIT systems, 
sells clinical data) revenue 157B 

14 McKesson (sells Rx data) revenue 107B 
18 CVS Caremark (sells Rx data) revenue 99B 
21 UnitedHealth Group (sells RX data) thru       
     Ingenix subsidiary) revenue 87B 
31 WellPoint (sells claims/clinical data via BHI) 
revenue 65B 

h3p://money.cnn.com/magazines/fortune/fortune500/2010/full_list/  



                              Clinical Data Services  
h3ps://www2.gehealthcare.com/portal/site/usen/menuitem.b399d8492e44a6765c09cbd58c829330/?
vgnextoid=ae0f4h9efff5210VgnVCM100000382b3903RCRD&fromChannel=7e0f4h9efff5210VgnVCM100000382b3903

____ 
About 15,000 MDs (primary care, specialty) 
De‐iden6fied, standardized data 
Warehoused nightly 
15 million unique pa4ents, growing at 30% a year 

The de‐iden6fied data is collected from 
members using GE Centricity® Electronic 
Medical Record. The database is used by 
outcomes researchers, members of the 
pharmaceu4cal industry, and academic 
ins4tu4ons in the hopes of improving clinical care 
and outcomes throughout the healthcare 
industry. 

The CDS Advantage Pa4ent encounters since 
1996; average 3 years data 
Expanded demographic informa6on (+ 3 digit zip 
code), insurance 
Pharmaceu6cal therapeu6c class, and brand 
name 

Clinical Data Services 
GE Healthcare's Clinical 
Data Services Business 
provides access to de-
identified ambulatory 
electronic medical record 
data. It is one of the 
largest anonymized 
clinical databases in the 
United States providing 
access to real-world 
longitudinal patient 
information. 



   Clinical Data Services 
    The CDS Advantage  

Disease Counts in Database  
Hypertension 2,284,249  
Hyperlipidemia 2,212,629  
Depression 1,185,828  
Cardiovascular Disease 1,004,214 
 GERD 984,864  
Diabetes 922,169  
Asthma 750,963  
Osteoarthri4s 602,043  
COPD 319,310  
ADD/ADHD/HKD 188,424  
Rheumatoid Arthri4s 85,757  
Alzheimer's 35,790  
Parkinson's 22,017  

Note: Data reported as of 
February 28th, 2010   

Codified Medical Problems 
Prescriptions/Historical Meds 
Patient Allergies, Medical 
Orders and Events 
Vital Signs and Physical 
Findings 
Lab Values 

https://www2.gehealthcare.com/portal/site/usen/
menuitem.b399d8492e44a6765c09cbd58c829330/?
vgnextoid=ae0f4fb9efff5210VgnVCM100000382b3903RCRD&fromChannel=7e0f4fb9efff
5210VgnVCM100000382b3903____ 



2010:  Top Fortune 500 
Health Care: Pharmacy and Other Services  

(health data mining industry) 
Rank  Company  500 rank  Revenues($ billions) 

1  Medco Health Solu4ons  #35  59.8    (sells Rx data) 

2  HCA (largest US hospital 
chain) 

#77  30       (?? hospitals sell 
data) 

3  Express Scripts  #96  25       (sells Rx data) 

4  Quest Diagnos4cs  #303  7        (sells data/sends 
data to HIEs) 

           “transforms millions of test results into valuable informa4on products” 
            h3p://www.questdiagnos4cs.com/brand/careers/index.html#services  

5  Omnicare  #347  6.3      (???) 
            (leading Rx provider for seniors)“we capture a tremendous amount of data” 
            ...combines data with outcomes algorithm technology 

6  Lab Corp. of America  #442  4.7 (sells data??/sends 
data to HIEs) 



What is BHI® (Blue Health Intelligence)?  
share cri4cal health informa4on with employers 
premier health intelligence resource in the na4on 
unmatched detail about healthcare trends and best prac4ces while protec4ng individual 
privacy  
BHI sets the new standard for healthcare data aggrega4on, repor4ng and analysis 

Size and Value 
 1) longitudinal data on 54 million BCBS members [used for this purpose without consent] 
 2) 36 months of historical informa4on 
 3) repor4ng not only by MSA, industry and product type,  Diagnosis Related Groups (DRGs)     
 code, age group and gender  [allows re‐iden4fica4on] 

How does BHI ensure the privacy and security of members’ healthcare informa6on?  
1)  adheres to HIPAA regs  [no consent for use and sale of data] throughout the collec4on and 
processing of company data  [your health informa4on is BCBS’ corporate asset] 
2)  Use a system‐generated iden.fier , allowing longitudinal analysis [allows re‐iden4fica4on] 
3)  fully de‐iden6fied in accordance with HIPAA  [17 iden4fiers removed, s4ll allows re‐ 
iden4fica4on of .04%] 

h3p://www.bcbs.com/innova4ons/bhi/bhi‐faqs‐1‐12‐09.pdf  



Health Research Data for the Real 
World: the MarketScan Data Bases 

David M. Adamson, PhD 
Stella Chang, MPH 
Leigh G. Hanson, MS, MBA 

Research and Pharmaceu4cal Division  
Thomson Medstat 
January 2006 



Medicare and Medicaid data is for sale 



Personal health informa4on is for sale 



Businessweek July 23, 2008:      “They Know What's in Your Medicine Cabinet,  
How insurance companies dig up applicants' prescripDons—and use them to deny 
coverage"         h3p://www.businessweek.com/magazine/content/08_31/b4094000643943.htm?chan=magazine+channel_in+depth 





EMR vendor to share pa4ent data with 
gene4cs research firm  

3/20/2008 by Richard Pizzi 

•  “Perlegen Sciences, Inc., a company exploring the clinical 
applica4on of gene4c research, plans to collaborate with an 
undisclosed electronic medical records vendor to iden4fy 
and develop gene4c markers that predict how pa4ents are 
likely to respond to specific medical treatments. 

•  Under the terms of the agreement, Perlegen, based in 
Mountain View, Calif. , will have exclusive access to the EMR 
vendor's database of U.S. records for the purpose of 
assessing and selec4ng pa4ents from whom appropriate 
gene4c samples could be collected.” 



Practice Fusion expands, shows signs 
of rapid growth 

By  Diana Manos, Senior Editor  
12/31/07 

Practice Fusion subsidizes its free EMRs by selling  
de-identified data to insurance groups, clinical  
researchers and pharmaceutical companies. 

Howard said he does not expect data-sharing will be  
a concern to physicians who use Practice Fusion's  
EMRs. “Every healthcare vendor is selling data.” 



Can we trust that  

de‐iden4fied or  

anonymized personal 
informa4on is truly  

safe? 



HIPAA allows use of “de-identified” 
data without consent 

"I had learned that if I had the date of birth, gender and a five- 
digit zip code of a person, I could identify 87 percent of the  
people in the United States. So even if you don't give me your  
social security number, I can find out who you are nearly nine  
out of 10 times." 

Latanya Sweeney, PhD, Director, Laboratory for International Data Privacy, School of  
Computer Science, Carnegie Mellon University 

From Scientific American “Privacy Isn't Dead, or At Least It Shouldn't Be: A Q&A with Latanya 
Sweeney” http://www.sciam.com/article.cfm?id=privacy-isnt-dead&page=3  



“Many details about our lives are documented on computers 
and when this information is linked together, the resulting 
profiles can be as identifying as fingerprints even when 
the information contains no explicit identifiers such as name 
and address… 

The time is right to seriously examine data collection and 
sharing practices…The time to make policy changes is 
now in order to prevent data holders and governments 
from succumbing to the financial incentives that 
encourage sales of data.” 

Prof. Latanya Sweeney on   
re‐iden4fica4on 



Prof. Latanya Sweeney 
In Southern Illinoisan v. Illinois Dept. of  Public Health, Dr. Sweeney tes4fied  
that it  was “very easy for anyone to iden4fy persons from the [Illinois  
Department of Public Health’s] Cancer Registry using public data sets…all I  
used was commonly available PC technology, readily available soSware 
…simple [spreadsheets].”      [218 Ill.2d 390, 844 N.E. 2d 1, 300 Ill. Dec.329]  

In 2005 Dr. Sweeney tes4fied before the Department of Homeland Security  

no4ng that in 1997 she was able to find the medical record of Former Gov.  
William Weld (MA) by using just his date of birth, gender and zip code. 
Tes4mony of Latayna Sweeney, PhD before the Privacy and Integrity  
Advisory Commi3ee of DHS, “Privacy Technologies for Homeland Security” – June 15, 2006 

With just a few bits of informa4on, Prof. Sweeney can re‐iden4fy 9 out of 10  

people. 
Scien.fic American “Privacy Isn't Dead, or At Least It Shouldn't Be: A Q&A with  
Latanya Sweeney” h3p://www.sciam.com/ar4cle.cfm?id=privacy‐isnt‐dead&page=3  



 Weak Security  

•  Easy to hack  
•  Strong 2‐factor authen4ca4on not required 
•  Data encryp4on at rest not required 
•  Loss/theS of mobile devices 

•  No role‐based access, i.e., no consumer access 
controls (hacking from the inside) 
– Example: in an 8‐hospital system all 33,000 
employees can access every pa4ent record 



By Pamela Lewis Dolan, amednews staff. Posted May 4, 2010.  

Most health care informa6on leaks have involved electronic 
systems, but some were paper‐based. (new ARRA privacy 
protec6on) 

HHS "started lis6ng the breaches on its website in February, 
then updated the list in April."  

"the reported incidents affected 1,243,815 individuals."  

Data indicate that "of the 64 breaches...7 involved laptops, 12 
involved paper records, 11 involved desktop computers, 8 
involved either hard drives or network services, and 7 involved 
portable electronic devices."  



2009 Data Breaches –  
Paper vs. Electronic Summary 

Totals for Electronic records:  
# of Breaches:  369 
# of Records: 222,286,837 
# of Health records: 11,279,390 
% of Breaches: 74.1 
% of Records:  99.9 

Totals for Paper records:  
# of Breaches:  129 
# of Records: 190,206 
% of Breaches: 25.9 
% of Records:  .01 
BUT in more than 52% of the breaches publicly reported, NO statement  
of the number of records exposed is given. Therefore, it is unknown how  
many total records may have been exposed due to breaches in 2009. 



        2009 ‐ type of breach 

2,532,674+  Data on the Move 

21,780+        Subcontractors 
8,501,878+  Hacking 
3,317+          Accidental Exposure 

13,871+        Insider TheS 
245,698+      Unknown A3ributes (type not reported) 

Iden6ty Thej Resource Center  
hkp://www.idthejcenter.org/index.html  



The electronic health record systems that automate the 
digi4zed medical histories of U.S. pa4ents are severely at risk 
of being hacked, a new report has claimed.  

"There was not one system we could not penetrate and gain 
control of data," said eHVRP board member Daniel S. Nutkis. 
"These systems were not any worse than banking systems. But 
the banking systems have elaborate security mechanisms 
si|ng on top of them."  

The eHVRP report is based on a 15‐month study of more than 
850 provider organiza6ons.  

Electronic medical records at risk of 
being hacked, report warns 
CIO news 
By Linda Tucci, Senior News Writer 
19 Sep 2007 | SearchCIO.com  



NIH Data Breaches 
•  Barton health records stolen and he's 6cked 
 Dallas Morning News, April 3, 2008, by Todd J. Gillman 
 Rep. Joe Barton revealed Thursday that he is one [of the 
3,000+] heart pa4ents whose medical records were on an 
unencrypted laptop stolen from a Na4onal Ins4tutes of 
Health researcher. 

•  New York Times Editorial re: NIH Breach, March 26, 2008 
 “There should be a federal law imposing strict privacy 
safeguards on all government and private en44es handling 
medical data. Congress should pass a bill like the Trust Act, 
introduced by Representa4ve Edward Markey, a Democrat 
of Massachuse3s, imposing mandatory encryp4on 
requirements and deadlines for no4fying pa4ents when 
their privacy is breached. As the N.I.H. has shown, medical 
privacy is too important to be leS up to the medical 
profession.”  



Georgia Pa4ents' Records Exposed on 
Web for Weeks 

 The New York Times, April 11, 2008, by Brenda Goodman  

•  A company hired by the State of Georgia to administer health 
benefits for low‐income pa4ents is sending le3ers to no4fy 
tens of thousands of residents that their private records 
were exposed on the Internet for nearly seven weeks before 
the error was caught and corrected, a company spokeswoman 
said on Thursday. 

•  The records of as many as 71,000 adults and children 
enrolled in the Medicaid or PeachCare for Kids programs 
were inadvertently posted on Feb. 12, said Amy Knapp, a 
spokeswoman for the company, WellCare Health Plans Inc., 
whose headquarters are in Tampa, Fla. 



Portable Storage Devices Pose IT  
Security Risk 
How much damage can a memory s4ck or iPod do?  
Plenty, say users and Analysts 
March 27, 2006 (Computerworld) ‐‐ Bap6st Memorial Health Care Corp. in Memphis, TN  

•  users found it difficult to copy significant amounts of data to floppy disks, 
and the company "did not allow CD writers"  

•  users turned to "the USB flash drive, with enormous capacity and zero 
installaDon 

•  only about 10% of companies have any policies dealing with removable 
storage devices 

hUp://www.computerworld.com/acDon/arDcle.do?command=viewArDcleBasic&taxonomyName=management 
&arDcleId=109911&taxonomyId=14&intsrc=kc_feat  



Fawcek's 
cancer file  
breached 
The incident occurred  
months before UCLA  
hospital employees were  
caught snooping in Britney  
Spears' files. 

By Charles Ornstein      April 3, 2008  



No privacy  
•  Over 4 million ‘covered en44es’, including 
providers, self‐insured employers, data 
warehouses, etc, can access protected health 
informa4on for treatment, payment, and 
healthcare opera4ons 

•  Millions more ‘business associates’ can use data 
without consent 

•  Audit trails NOT required for all uses and 
disclosures 



HHS cita4ons: harms from lack 
of privacy 



Harms from lack of Privacy  

•  HHS es4mated that 586,000 Americans did not 
seek earlier cancer treatment due to privacy 
concerns. 

•  HHS es4mated that 2,000,000 Americans did not 
seek treatment for mental illness due to privacy 
concerns. 

•  Millions of young Americans suffering from 
sexually transmi3ed diseases do not seek 
treatment due to privacy concerns.                                                                                                                                                     

                                                                                            65 Fed. Reg. at 82,777 



Harms from lack of Privacy  

The California Health Care Founda4on  
found that 1 in 8 Americans have put their  

health at risk because of privacy concerns: 

•  Avoid seeing their regular doctor 
•  Ask doctor to alter diagnosis 
•  Pay for a test out‐of‐pocket 
•  Avoid tests 



Harms from lack of Privacy  

•  The Rand Corpora4on found that 150,000 
soldiers suffering from PTSD do not seek 
treatment because of privacy concerns 

•  The lack of privacy contributes to the 
highest rate of suicide among ac4ve duty 
soldiers in 30 years 

                          “Invisible Wounds of War”, the RAND Corp., p. 436, (2008) 



NIH: harms from lack of 
privacy 



THE DNA AGE 

Insurance Fears Lead Many to Shun DNA Tests 
By AMY HARMON 
Published: February 24, 2008 

                                                                                                                                                        

Katherine  Anderson, seen in a checkup last week, developed a blood clot last year partly due 
to an undiagnosed genetic condition.  



“It’s pre3y clear that the public is afraid  
of taking advantage of gene4c tes4ng,”  
said Dr. Francis S. Collins, director of the  
Na4onal Human Genome Research  
Ins4tute at the Na4onal Ins4tutes of Health.  

“If that con6nues, the future of medicine  
that we would all like to see happen stands  
the chance of being dead on arrival.” 



Americans expect 
control over 

personal health 
data, but…….. 



What does ‘privacy’ mean? 

•  The Hippocratic Oath says “Whatsoever 
I shall see or hear of the lives of men or 
women which is not fitting to be spoken, 
I will keep inviolably secret.”  



What does ‘privacy’ mean? 

•  The Code of Fair Informa.on Prac.ces 
(1974) says “There must be a way for a 
person to prevent informa4on about the 
person that was obtained for one purpose 
from being used or made available for 
other purposes without the person's 
consent.”  



What does ‘privacy’ mean? 

•  The NCVHS (June 2006, Report to Sec. 
Leavi3) defined health informa4on privacy 
as “an individual’s right to control the 
acquisi4on, uses, or disclosures of his or 
her iden4fiable health data”. (Defini4on 
originally from the IOM) 



AHRQ: 2009  
20 focus groups 

A majority want to “own” their  

health data, and to decide what  
goes into and who has access to  
their medical records  
(AHRQ p. 6) 



•  A majority believe their medical data is “no 
one else’s business” and should not be shared 
without their permission.  This belief was 
expressed not necessarily because they want 
to prevent some specific use of data but as a 
maker of principle. (AHRQ p. 18) 

•  Par4cipants overwhelmingly want to be able 
to communicate directly with their providers 
with respect to how their PHI is handled, 
including with whom it may be shared and for 
what purposes.  Most believe they should 
automa4cally be granted the right to correct 
misinforma4on. (AHRQ p.33) 



“there was no support for the establishment of  

general rules that apply to all health care consumers.   

Par4cipants thought that health care consumers  
should be able to exert control over their own health  

informaDon individually, rather than collecDvely.”  
(AHRQ p. 29) 

AHRQ Publica4on No. 09‐0081‐EF “Final Report: Consumer Engagement in  

Developing Electronic Health Informa4on Systems” Prepared by: Westat,  
(July 2009)  
h3p://healthit.ahrq.gov/portal/server.pt/gateway/PTARGS_0_1248_888520_0_0_18/09‐0081‐ 

EF.pdf  



NPR/Kaiser/Harvard 2009 Poll 

The Public and the Health Care Delivery  

System 

59% are NOT confident that if their medical  

records and PHI were stored electronically  

and shared online, that those records would  

remain confiden4al  



NPR/Kaiser/Harvard 2009 Poll 

76% believe it likely that an unauthorized  
person would get access to their medical  

records if the US adopts a system where  

medical records are kept electronically  

and shared online. 

hPp://www.kff.org/kaiserpolls/upload/7888.pdf  



Research without 
consent 



Wes4n/Harris Survey for the 
Ins4tute of Medicine 

Results of a Na6onal Survey  
Commissioned by the IOM Commikee on  

“Health Research and the Privacy of  
Health Informa6on: The HIPAA Privacy Rule” 

Original Report ‐ November 2007; Revised and 
expanded ‐ March 2008  



    IOM Survey: People Won’t Par4cipate 
in Research Without Privacy   

•  Only 1% agreed that researchers would be free to use 
personal medical and health informa4on without 
consent 

•  Only 19% agreed that personal medical and  
     health informa4on could be used as long as  
     the study “never revealed my personal iden4ty”  
     and it was supervised by an Ins4tu4onal Review  
     Board. 



Research on Consent and NBS 
Programs 

   From Public Health Genomics 



When Asked, Consumers Support Use of Their Data 
"How willing are you to have your child's blood sample (from newborn 

screening) used for future research studies, with (or without) your 

permission?”  

Four choices were:  

•  Very willing 
•  Somewhat willing 

•  Somewhat unwilling 

•  Very unwilling  

Over 75% would  
share their data! 

Source:  Dr. Aaron Goldenberg (Case Western 
Reserve), Public Health Genomics, July 9, 2009 (as 
reported at Gene4c Alliance Conference on 
Newborn Screening, December 2009). 



Over 75% would  
share their data! 

"How willing are you to have your child's blood sample (from newborn 

screening) used for future research studies, with (or without) your 

permission?”                 WITHOUT CONSENT  Only 28% were OK with research 

use                                                                  and 72% were NOT OK with research 

Four choices were:  

•  Very willing 
•  Somewhat willing 

•  Somewhat unwilling 

•  Very unwilling  

When Asked, Consumers Support Use of Their Data 

Source:  Dr. Aaron Goldenberg (Case Western 
Reserve), Public Health Genomics, July 9, 2009 
(as reported at Gene4c Alliance Conference on 
Newborn Screening, December 2009). 



Pa4ents rights 



10 Million Americans Expect Privacy 

                  The bipar4san Coali4on for Pa4ent Privacy, 2010 

AIDS Ac6on                                       Just Health 
American Associa6on of People with Disabili6es        Mul6racial Ac6vist 
American Associa4on of Prac4cing Psychiatrists       Microsoj Corpora6on Inc. 
American Chiroprac6c Associa6on           Na4onal Center for Transgender Equality 
American Civil Liber6es Union           The Na4onal Center for Mental Health Prof. & Consumers 
American Conserva4ve Union           Na4onal Whistleblower Center 
American Psychoanaly4c Associa4on          Na4onal Workrights Ins4tute  
Associa6on of American Physicians and Surgeons                     Natural Solu4ons Founda4on 
Bazelon Center for Mental Health Law          New Grady Coali4on 
Bob Barr (former Congressman R‐GA)         Pain Relief Network 
Ci4zens for Health             Pa4ent Privacy Rights Founda4on 
Ci4zen Outreach Project           Privacy Ac4vism 
Clinical Social Work Associa4on           Privacy Rights Now Coali4on 
Consumer Ac4on              Private Ci4zen, Inc.   
Consumers for Health Care Choices            Republican Liberty Caucus 
Cyber Privacy Project           Student Health Integrity Project 
Doctors for Open Government         TexPIRG 
Ethics in Government Group                                   Though~ul House Center for Au4sm 
Fairfax County Privacy Council           Tolven, Inc. 
Family Research Council                                     Tradi4on, Family, Property, Inc. 
Free Congress Founda4on                                     Universata, Inc. 
Georgians for Open Government         U.S. Bill of Rights Founda4on 
Gun Owners of America             You Take Control, Inc.  
Health Administra4on Responsibility Project, Inc.  



Cons4tu4onal rights to privacy 



"The right to be let alone is the most  
comprehensive of rights and the right 
most valued by civilized men.  

To protect that right, every unjustifiable 
intrusion by the government upon the 
privacy of the individual, whatever the 
means employed, must be deemed a 
violation of the [Constitution].”    

Olmstead v. United States, 277 U.S. 438, 478, 48 S.Ct. 564, 572 
                                             (1928) (Brandeis dissent) 



The right of privacy is a personal 
and fundamental right in the United 
States 

See Department of Jus.ce v. Reporters CommiPee for Freedom of 
the Press, 489 U.S. 749, 763 (1989) (“both the common law and 
the literal understandings of privacy encompass the individual’s 
control of informa4on concerning his or her person”); Whalen v. 
Roe, 429 U.S. 589, 605 (1977); United States v. Katz, 389 U.S. 347 
(1967); Olmstead v. United States, 277 U.S. 438, 478 (1928) 
(Brandeis, J.,dissen4ng). 



The opportuni4es to secure 
employment, insurance, and credit, 
to obtain medical services and the 
rights of due process may be 
jeopardized by the misuse of 
personal informa4on.  

Fed. Trade Comm’n, Consumer Sen.nel Network Data Book 11 
(2009) (charts describing how iden4ty theS vic4ms’ informa4on 
have been misused). 



As the Supreme Court has made clear, 
and the DC Circuit Court of Appeals 
recently held, “both the common law  
and the literal understanding of privacy 
encompass the individual’s control of 
informa4on concerning his or her 
person.” 

U.S. Dep’t of Jus.ce v. Reporters Comm. for Freedom of the Press, 489 
U.S. 749, 763 (1989), cited in Nat’l Cable & Tele. Assn. v. Fed. 
Commc’ns. Comm’n, No. 07‐1312 (D.C. Cir. Feb. 13, 2009). 



Other Key Federal rights 

•  42 CFR Part 2‐‐‐federal law requiring informed 
consent for the disclosure of alcohol and 
substance abuse treatment records 

•  HIPAA‐‐‐ providers may offer a consent 
process, so there must be a way to provide 
informed consent for disclosures, and 
‘psychotherapy notes’ must be segmented and 
require specific consent for disclosure 



Ethical rights  
legal privileges 
common law 



The ethical codes of all health  
professions require informed 

consent  
Since the Dme of Hippocrates physicians have pledged  

to maintain the secrecy of informaDon they learn  

about their pa4ents, disclosing informa4on only with  
the authoriza4on or the pa4ent or when necessary to  

protect an overriding public interest, such as public  
health.  Comparable provisions are now contained in  

the codes of ethics of virtually all health  
professionals.”  

                                 Report to HHS, NCVHS (June 22, 2006)  



Research ethics protect privacy 
World Medical Association Declaration of Helsinki   June 1964 
Ethical Principles for Medical Research Involving Human Subjects 

 A. INTRODUCTION 

      5. In medical research on human subjects, considerations related to the well- 
being of the human subject should take precedence over the needs and  
interests of society. 

B. BASIC PRINCIPLES FOR ALL MEDICAL RESEARCH 

      10. It is the duty of the physician in medical research to protect the life, health,    
            privacy, and dignity of the human subject. 

      21. The right of research subjects to safeguard their integrity must always be 
respected. Every precaution should be taken to respect the privacy of the 
subject, the confidentiality of the patients information, and to minimize the 
impact of the study on the subject’s physical and mental integrity and on the 
personality of the subject. 



Key State Privacy Rights 
•  10 state cons4tu4ons have the right to privacy 
•  Other state laws require extra privacy/consent 
protec4ons for the disclosure of gene4c tests, mental 
health records, sexually‐transmi3ed diseases, and 
sensi4ve informa4on related to reproduc4on and 
minors (check specifics) 

•  Consent is required by the AMA Code of Medical 
Ethics  

•  Consent may be required by physician licensing laws, 
by state law, and/or as the standard of prac4ce in the 
community 



Reality 
today 



ARRA—new privacy rights and MU 
Old rights under HIPAA: 
•  Providers may offer consent (Original HIPAA Privacy Rule), so 

pa4ents can restrict disclosures‐‐‐not addressed in MU 
•  Psychotherapy Notes require consent to disclose‐‐‐not 

addressed in MU 

New rights under ARRA: 
•  Ban on sales of PHI (Protected Health Informa4on)‐‐‐2010 
•  Segmenta4on‐‐‐delayed 
•  Audit trails x 3 years‐‐‐2011 or later 
•  Breach no4ce‐‐‐2010 
•  Encryp4on  
•  Pa4ent can prevent disclosures of PHI for ‘payment and 

healthcare opera4ons’ if pays out‐of‐pocket‐‐not addressed 
•  Consent Technologies‐‐‐2014 or later 



Consequences 
No right to privacy &  no federal defini4on of ‘privacy’ 
•  > 4 million Covered En44es (CEs) have access to PHI for TPO 
•  Millions of employees of CEs and Business Associates (BAs) access PHI 
•  No privacy, ie consumers do not control access to PHI 

Weak security 
•  Easy to hack (security far weaker than commercial & financial industry 

standards) 
•  Role‐based access, i.e., (allows massive ‘insider’ snooping and theS) 
•  Strong 2nd factor authen4ca4on for access not required 
•  Encryp4on at rest, in use, in transit not implemented 
•  Ease of copying, stealing, losing mobile devices 

Secondary use of data 

The business model for many HIT systems is selling data 

No trusted seals‐of‐approval for privacy (yet) and security (yet) 
Industry seal‐of‐approval for security (HITRUST) 



EHRs without consent 
PHRs without consent 
HIEs without consent 
NHIN without consent 

Research without consent 



Key References: 

EHRs   “Your Medical Records Aren't Secure” by Deborah C. Peel  in the WSJ, 
March 23, 2010 
h3p://online.wsj.com/ar4cle/SB10001424052748703580904575132111888664060.html  

PHRs   “Who can snoop in your PHR? A Personal Health Record Report Card 
h3p://pa4entprivacyrights.org/personal‐health‐records/  

HIEs  and NHIN  “Designing a Trustworthy Na4onwide Health Informa4on  
Network (NHIN) Promises Americans Privacy and U4lity, Rather than Falsely 
Choosing Between Privacy or U4lity” by Latanya Sweeney, PhD,  April 22, 2010, 
Congressional Briefing on the “Implementa4on of Health Informa4on 
Technologies in a Healthcare Environment”  
h3p://pa4entprivacyrights.org/wpcontent/uploads/2101/04/
SweeneyCongressTes4mony‐4‐22‐10.pdf 

Research  “Improve Privacy in Research by Elimina4ng Informed Consent?” IOM 
Report Misses the Mark. In The Journal of Law, Medicine & Ethics, Volume 37, 
Issue 3 (p 507‐512) by Mark A. Rothstein. 



Liability 



April 21, 2010 
Indian Tribe Wins Fight to Limit Research of Its DNA 

By AMY HARMON 

http://www.nytimes.com/2010/04/22/us/22dna.html?ref=us  



                                                             

DNA Deception 
by Emily Ramshaw  
February 22, 2010 

“nine years' worth of e-mails and internal documents 
on the Department of State Health Services’ 
newborn blood screening program reveals the 
transfer of hundreds of infant blood spots to an 
Armed Forces lab to build a national and, someday, 
international mitochondrial DNA (mtDNA) registry” 



Sweeney’s Congressional briefing  
on defects of MU and NHIN/HIEs 

•   Secondary use of protected health informa6on (PHI) by Business Associates is “unbounded, 
widespread, hidden, and difficult to trace.” 

•   Implemen4ng EHRs that meet 'Meaningful Use' criteria will  “increase data sharing, but adding 
the NHIN will massively increase data sharing.” 

•    There are significant defects in the two Na6onal Health Informa6on Network models which 
are supposed to link all Americans' health informa4on online that HHS plans to implement. 

•   The proposed NHIN models aren't capable of exchanging enough needed health data (i.e., do 
not have enough "u4lity") nor do they permit pa4ents to have any control access sensi4ve health 
data by the millions of "Covered en44es" and their employees who will use the NHIN (i.e., do not 
offer enough "privacy"). 

 In other words, the NHIN solu4ons currently on the table give Americans the worst of both 
worlds: no privacy (ie no pa4ent control over personal health informa4on) and the inability to 
exchange all the health informa4on needed for clinical and other uses. 

h3p://pa4entprivacyrights.org/wp‐content/uploads/2010/04/Sweeney‐
CongressTes4mony‐4‐22‐10.pdf  



Pa4ent‐centered 

Solu4ons: 

consent tools 

health banks 

HIEs/NHIN 



Solu4ons: 

Meet demand for privacy  
via 

privacy‐enhancing 
technologies 



DNA Destruction 
Emily Ramshaw  
March 9, 2010  |   

In the weeks before state health officials destroyed 
more than 5 million newborn blood samples they 
had stored without consent, privacy advocates, 
parents and lawmakers reached a last-ditch accord 
to save them — but couldn’t convince the 
Department of State Health Services to sign on. 
http://www.texastribune.org/stories/2010/mar/09/blood-drive/  



Guaranteed Health Data Privacy 

1.  Adapt/use the Na4onal Data Infrastructure 
Improvement Consor4um (NDIIC) open 
source electronic consent module as the 
minimum standard for consent tools in 
PHRs and for all HIT 

2.  Require the strong privacy protec4ons in 42 
CFR Part 2 be extended to cover all personal 
health informa4on (PHI), wherever it is 
held.  

http://www.ndiic.org/  



Guaranteed Data Privacy 

1.  Adapt/use the Na4onal Data Infrastructure 
Improvement Consor4um (NDIIC) open 
source electronic consent module as the 
minimum standard for consent tools in 
PHRs and for all HIT 

2.  Require the strong privacy protec4ons in 43 
CFR Part 2 be extended to cover all personal 
health informa4on (PHI), wherever it is 
held.  

http://www.ndiic.org/  



Clinical Encounter 

Health Record Bank 

Clinician EHR 
System 

Encounter Data 
Entered in EHR 

Encounter 
data sent to 

Health 
Record Bank 

Patient 
Permission? 

NO 
DATA NOT 

SENT 

Clinician 
Inquiry 

Patient data 
delivered to 

Clinician 

YES 

Optional 
payment 

Clinician’s Bank 

Secure 
patient 

health data 
files 

Health Record Bank 



Those  
Who  
Hold 
Your 

Health 
Data 

____ 

Banks 
Tax Preparers 

Hospitals 
Insurance Co. 
MIB, Airlines 

Retailers 
Doctors, Payers 
Credit Card Co. 

Employers… 

Requests 

consent 

YTC’s  
 Authorization  
 Management  

Solution 

“My Authorization 
Bank Account” 

(Patent pending) 

Automatically 
Checks at YTC  
for any existing 
Authorizations 

e-Signed 
Authorizations 

Data Audit Trail 

NOTE: YTC never sees, nor stores your data  

Individual 
Individuals provides an  

e-Signed Authorization 

YTC- 
Supplied 
System 

Intercepts 
All  

Incoming 
Requests 

Example: independent consent tool 



Trusted Guides to Help Set 
Personal Privacy Preferences 

Comprehensive Audit Log Tracking 

Each person grants “private access” 

to all or selected parts of their 

personal informa6on based on 

their par6cular needs and interests  

Consent Solu4ons So Far for Research Biobanks 



Researcher‐centric site 
and specialized Dssue locator tools 

ABRC Biospecimen Locator Service  

… consent can be integrated 

into cuxng‐edge applica6ons 

such as services for loca6ng 

biospecimens for use in 

qualified research projects 

Anonymous (or With Consent)  
Fully‐IdenDfied Biospecimens 

 Available to Approved Researchers 

Dynamic Consent Tools 
(from PrivacyLayer)  



Open Source Consent Solu4ons 

1.  Adapt/use the Na4onal Data Infrastructure 
Improvement Consor4um (NDIIC) open source 
electronic consent module as the minimum 
standard for consent tools in PHRs and for all 
HIT 

2.  Require the strong privacy protec4ons in 43 
CFR Part 2 be extended to cover all personal 
health informa4on (PHI), wherever it is held.  



Audit trails based on authen4ca4on 
 Mar 01, 2010 

PrivacyAlertTM Quickly Detects Snooping and Iden6ty Thej of Medical Records 

detects snooping, iden4ty theS, and inappropriate access of  
medical records 

automated and scalable privacy monitoring solu4ons  

assist in inves4ga4ng and repor4ng on pa4ent data privacy  
breaches 

ability to set and focus inves4ga4on criteria on employee, pa4ent or  
combina4on of both 

Out‐of‐the‐box support for all leading healthcare applica4ons including Eclipsys,  
GE Centricity Enterprise, MEDITECH Magic, Siemens Invision and others. 

h3p://www.marketwire.com/press‐release/Imprivatas‐New‐Product‐Helps‐ 
Hospitals‐Proac4vely‐Inves4gate‐Audit‐Access‐Pa4ent‐1123908.htm   



Deborah C. Peel, MD 
Founder and Chair  
(O) 512‐732‐0033 

dpeelmd@pa4entprivacyrights.org 

www.pa4entprivacyrights.org  


