
Health IT & Privacy:  
Is there a path to consensus?  

“Anyone today who thinks the privacy issue has peaked is greatly 
mistaken…we are in the early stages of a sweeping change in 

attitudes that will fuel political battles and put once-routine 
business practices under the microscope.”               

                                                    Forrester Research 
                         an independent technology and market company that provides advice to global leaders in business and technology 

Dr. Deborah C. Peel 
February 29, 2008 

www.patientprivacyrights.org  



President Bush implemented 
the HHS HIPAA “Privacy 
Rule” which recognized the 
“right of consent”. 

HHS amended the HIPAA 
“Privacy Rule”, eliminating the 
“right of consent”. 

Congress passed HIPAA but 
did not pass a federal medical 
privacy statute, so the Dept. of 
Health and Human Services 
(HHS) was required to develop 
regulations detailing patients 
rights to privacy. 
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“… the Secretary of Health and Human Services 
shall submit to [Congress]…detailed 
recommendations on standards with respect to 
the privacy of individually identifiable health 
information.” 

“….a covered health care provider must obtain the 
individual’s consent, in accordance with this 
section, prior to using or disclosing protected health 
information to carry out treatment, payment, or 
health care operations.” 

“The consent provisions…are replaced with a 
new provision…that provides regulatory permission 
for covered entities to use and disclose protected 
health information for treatment, payment, 
healthcare operations.” 

The elimination of consent 



“… the Secretary of Health and Human Services shall 
submit to [Congress]… 

“detailed recommendations on standards with respect to the privacy  
of individually identifiable health information “that would include at least 
the following”: 

(1) “The rights that an individual who is a subject of individually 
identifiable health information should have 

(2) The procedures that should be established for the exercise of 
such rights. 

(3) The uses and disclosures of such information that should be 
authorized or required. 



Why Does Health Data Even Exist? 

•  People choose to disclose their most intimate 
information 

•  Doctors earn trust by guaranteeing privacy 

•  No privacy  people avoid treatment, lie or omit 
information, and GET SICKER. 

•  No American should ever have to choose between 
getting healthcare and privacy.  We deserve both. 



Inside the Fence 

Legal users of YOUR  
medical records 

www.patientprivacyrights.org 



Americans Want to Control Who 
Can See & Use Their Information 

•  “Researchers would be free to use my 
personal medical and health information 
without my consent at all”…………… 1% 

•  99% of the public want to be asked, 
even if it is for the “greater good.” 

IOM Survey Findings on Health Research and Privacy, Dr. Alan F. Westin,  
October 2, 2007 



Employers Discriminate  
•  35% of Fortune 500 companies admit to using 

medical records for hiring and promotions, 65 Fed. 
Reg. 82,467. (BEFORE the amended Privacy Rule) 

2006 Memorandum to Wal-Mart’s Board of Directors:  
•  “Redesign benefits and other aspects of the Associate 

experience, such as job design, to attract a healthier, 
more productive workforce.”   

•  “The team is also considering additional initiatives to 
support this objective, including: all jobs to include some 
physical activity (e.g., all cashiers do some cart 
gathering).” 



If you really believe that the public doesn’t  
want informed consent, require full reporting  

of all disclosures of PHI 



Personal health information is for sale 



   Medicare and Medicaid data is for sale 



Every Prescription in 
the U.S. is For Sale 

•  Nex2, Inc. (Sold to United Healthcare in 2002): 
 In stealth-mode, Nex2 built what are arguably the largest, near-

realtime drug history databases in the world, with over 200 million 
Americans‘ five-year running drug histories online (over 12 TB total). 
The databases are updated every 24 hours by every retail pharmacy 
in America via the PBMs... [these] prescription profiles acting as a 
powerful surrogate for the medical record itself. 

•  All of this is HIPAA compliant because the insurance company 
always has the release, signed by the individual applicant. 
United Healthcare's Ingenix unit now runs these massive virtual 
database operations, still in stealth-mode, for obvious reasons. 



Smart Solutions 

•  ‘Smart’ technology makes privacy, audit trails, 
etc. easier—eliminates the administrative burden 

•  ‘Smart’  legislation: 
– TRUST Act, HR. 5442 by Markey, Emanuel & Capps 
–  Independent Health Record Trust Act HR 2991 

•  ‘Smart certification’ by consumer-led 
organization offering a Good Housekeeping 
Privacy Seal-of-Approval for HIT systems and 
products that ensure consumer control of PHI 


