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“WIRED FOR HEALTHCARE QUALITY ACT” DEEPLY FLAWED
Patients Cannot Control Data Use
WASHINGTON, DC – Legislation that allows for the electronic transfer of medical records is “deeply flawed” because patients do not have ultimate control over who can see and use their medical records, said Dr. Deborah Peel, MD, President, Patient Privacy Rights Foundation.

The U.S. Senate today passed S.1418, the “Wired for Health Care Quality Act” which promotes the adoption of a nationwide interoperable system for the electronic transfer of medical records via a network of healthcare databases.


Peel said, “This bill is deeply flawed because it will allow employers, hospitals, insurance companies, accountants, pharmacies, pharmacy benefits managers, financial service companies, data warehousers, medical transcribers, and other health-related businesses to have electronic access to medical records without the patient’s permission and even over their objections.”
“A key component of patient privacy is the ability to control who sees and uses your most private, sensitive healthcare information,” Peel said.

“If Americans read the fine print in the ‘Privacy Notices’ they sign at their doctor’s offices, they will learn they have no control over who sees their medical records,” Peel said.  “Most uses of their medical records have absolutely nothing to do with their healthcare treatment, preventing illness, or insurance payment.”
Without the “right of consent” (eliminated by amendments to HIPAA in 2003), patients do not have the right to grant permission for their records to be shared.  Now, with the implementation of a nationwide interoperable healthcare network, these records will be shared with hundreds of thousands of corporations and millions of their employees.

· Patients cannot “opt out” of this system
· Patients cannot segment sensitive records
· Patients cannot keep their employers from seeing their records

· Patients cannot control who sees and uses their data
· Audit trails of these innumerable disclosures are not required
In addition to Patient Privacy Rights’ efforts, thirty mental health practitioner and patient groups signed letters urging lawmakers to include patients’ rights to control access to personal health information in any health information technology bill. These groups include the American Academy of Child and Adolescent Psychiatry, American Association of Practicing Psychiatrists, the American Nurses Association, American Occupational Therapy Association, and the National Association of Social Workers.  
S. 1418 passed without including these fundamental patient’s rights to privacy, and the Senate referred this bill to the House Energy and Commerce Committee for consideration.
“We’re extremely disappointed,” Peel said.  “We believe that 21st century technology could actually be used to protect patient privacy if patient’s rights are built into these laws. Opponents to the bill were told that amendments addressed data ‘security’, but, the bill did not address ‘privacy’.”
Action in Congress now moves to the HIT bill in the House, the “Health Information Technology Promotion Act” (H.R. 4157), introduced by U.S. Representative Nancy Johnson.  H.R. 4157 sets up a process designed to preempt stronger state privacy laws and make the HIPAA Privacy Rule the national standard.
About Patient Privacy Rights

Patient Privacy Rights is a national consumer watchdog organization based in Austin, TX.  The mission of Patient Privacy Rights is to empower Americans to protect and preserve their human rights to medical privacy.  Patient Privacy Rights believes Americans should have the right to decide who can see and use their medical records and is educating Americans about threats to patient privacy. They have launched an online petition for Americans to tell Congress “I Want My Medical Privacy”.
Web site:  www.patientprivacyrights.org 
“I Want My Medical Privacy” Petition:  www.patientprivacyrights.org/petition
