Comments on the Oct 21, 2007 draft “Enhanced Protections for the Use of Health Data: A Stewardship Framework for ‘Secondary’ Uses of Electronically Collected and Transmitted Health Data”
There are a number of key flaws in the draft and the process of developing the report, with very significant consequences for the entire draft and recommendations. The most egregious and privacy-destructive conclusion is the centerpiece of the draft report: the NCVHS proposal that Americans should have no control over the “secondary uses” of PHI. 
1) The Amended HIPAA Privacy Rule is referred to frequently throughout the report as providing “privacy” protections. The report could not make this claim if it used the NCVHS definition of “privacy” or referred to the citation in the Amended Privacy Rule where consent was eliminated.
As I cited in my testimony, the Amended HIPAA Privacy Rule eliminated the privacy protections and privacy rights Americans have had from the nation’s founding. (See attached Key HIPAA Laws)
· Recommendation: Acknowledge that HIPAA was gutted in 2002 and recommend that the Secretary of HHS immediately restore the right of consent by executive order. 

· Recommendation: Adopt NCVHS’ own definitions of privacy, confidentiality, and security in the June 22, 2006 Letter to HHS Secretary Leavitt, and then abide by those definitions.
· Recommend that Congress pass legislation assuring Americans have a federal right to health information privacy.

· Recommendation: Eliminate the misleading assertions that HIPAA protects privacy.

2) The title of the draft report, “Enhanced Protections for the Use of Health Data: A Stewardship Framework for ‘Secondary’ Uses of Electronically Collected and Transmitted Health Data” is misleading and erroneous. The proposed framework actually institutionalizes the elimination of health privacy (as defined by NCVHS) by proposing that Americans have no control over “secondary uses” of their health data. Instead, “data stewards” will control access to PHI for all “secondary uses.”

· Recommendation: Consumer control of all secondary uses of PHI. Any exceptions to consumer control should be made by statute following a full national debate on the issues.
3) Page 3, lines 76-78:  The key recommendation of the draft is to immediately facilitate certain kinds of “secondary” uses of PHI by recommending that HHS further develop “data stewardship” principles. 
 “Data stewardship” does NOT “respect the privacy of individuals”, as claimed in the report. In fact, it eliminates individuals’ privacy rights. 

“Data stewardship” principles are useful to flesh out, but can never replace restoring Americans’ longstanding Constitutional, legal, and ethical rights to privacy. Privacy as defined by the NCVHS is the right of individuals to control access to PHI. The public simply does not support building a national electronic health system that grants millions of covered entities “regulatory permission” to access personal health information for TPO.
The only “data stewards” consumers trust to determine appropriate access to PHI are themselves.

· Recommendation: Restore patient privacy rights and the right of consent so consumers can be the stewards of PHI.
4) Page 6, lines 210-202.  Current Landscape. A key assumption is the “common good for all Americans is served when health data can be used to advance the quality of health and healthcare for the Nation.” This is not the consumer or patient vision of the “common good.”  
For consumers and patients, the “common good” is first and foremost a healthcare system that they trust enough to be willing to participate in. Consumers and patients see doctors and health professionals because they want effective treatment, which requires privacy (cited by HHS in the findings in the Preamble to HIPAA). They do not seek treatment to advance “quality.” Medical ethics requires consent before data generated during treatment can be used for other “secondary uses.” Payment is a “secondary use” requiring consent. Most patients support “secondary uses” for research and quality, but only with informed consent. (See attached Westin survey.)
· Recommendation: The only way to build a trustworthy system is to restore the right to health information privacy. 
My field, psychiatry, demonstrates vividly the effects of the lack of privacy. 30-40% of people with mental illness, addiction, or substance abuse disorders are “off the grid.” No records of their treatment exist in any electronic health systems. These patients go to great lengths to keep any records of their treatment totally private by paying out-of-pocket for care, refusing to take medications (every prescription in the nation has been data mined daily for over a decade), by attending AA or NA where no records are created, getting treatment in foreign countries, or getting treatment under aliases.

The nation will never have accurate data on mental health treatments or illnesses unless privacy is restored. People with chronic diseases, minorities, and the elderly are also more concerned with the lack of privacy than other Americans (see attached, Prof. Westin’s recent survey for the IOM on attitudes toward research on electronic health data).

5) The process of seeking testimony for this draft was deeply flawed. Almost all of the 58 presenters represented healthcare industries or government agencies, rather than consumer and privacy advocacy organizations that represent the public. The representatives for industry, government, and research organizations were: 

· Committed to expanding access to every American’s PHI 

· Legally conflicted from participating in this process or presenting testimony, because their corporate or institutional employers use PHI for various business purposes
· Employed by institutional or corporate end users that currently obtain PHI without informed consent

As far as I can tell, I was the only expert on health information privacy, the only person representing over 7 million American consumers and patients, and the only one to discuss the strong legal and ethical rights and principles that have been developed by consensus over hundreds of years by the citizens of the United States, the only real “stakeholders” in the health system.

Other key consumer organizations with expertise in privacy and/or consumer rights in electronic data systems should have been included. 
The ACLU, Consumers Union, and the Electronic Privacy Information Center all have extensive expertise in privacy policy and protecting the privacy of consumers’ financial and commercial data in electronic systems. They could have provided invaluable testimony about consumers’ attitudes, how to protect consumers’ rights to privacy in electronic systems, how to design meaningful enforcement of consumers’ rights in electronic systems, and information on how consumers’ rights have been violated in commercial and financial data systems.

· Recommendation: Take additional testimony from the ACLU, Consumers Union, and the Electronic Privacy Information Center.

6) Although Latanya Sweeney testified, there were no other mathematicians or statisticians who testified about the science of obscuring data to protect privacy. Data can be rendered safe so that re-identification is impossible but the data elements needed for research are retained. The Census Bureau has decades of scientific experience keeping sensitive data sets anonymous using mathematical and statistical techniques. 

· Recommendation: Take additional testimony from scientific experts on ensuring data privacy and Census Bureau experts on statistical methods of privacy protection.

7) Page 7 lines 241-266.  Concerns About the Potential for Harm Raised by HIT and HIE 
Line 245: Individuals “appear to have a high degree of trust in their providers.” Individuals do not trust “providers.” They trust health professionals such as physicians. The definition of the word “provider” includes health insurers and major hospital corporations. These are not institutions the public trusts. Trust is solely based on the public’s idea that their doctors adhere to the AMA Code of Medical Ethics and will ask their consent before disclosing PHI.

· Recommendation: All industries and government agencies that are involved in healthcare should adhere to the AMA’s Code of Medical Ethics and the World Medical Association’s Declaration of Helsinki.

Lines 253-258. Re: Compromises to health care.  Individuals do not fail to seek treatment or withhold information because “they do not understand how their data may be used.” They fail to seek treatment or withhold data because that is the only way to ensure privacy. 
· Recommendation: Consumers will not be willing to participate fully in the healthcare system unless their rights to privacy are restored.

· Recommendation: Add a major concern that was not even mentioned: the violation of a fundamental Constitutional right is a harm in and of itself. People feel violated when unknown others access their PHI whether or not there is any other consequence like embarrassment or discrimination (see attached Westin survey—that was a key finding of his recent IOM study).

8) Page 7-8, lines 269-305.  Need for Additional Clarity in HIPAA Privacy and Security Rules. HIPAA does not provide for a “chain of trust” as described in line 286, because it legalizes the theft of PHI. There can be no “chain of trust” unless the right of consumers to control access to PHI is restored. Consumers do not trust “data stewards” to protect them (see Westin’s survey that shows HIPAA has not reassured the public that PHI is protected.)

This section does not even mention that fact that far more stringent privacy protections exist in every state and in medical ethics, which HIPAA states are to prevail over the far weaker HIPAA Privacy Rule. 

Lines 287-289 notes the fact that contractual obligations to protect health data cannot be monitored. 
· Recommendation: Restore the right of consent in order begin to build a “chain of trust.” 
· Recommendation: Require audit trails of all disclosures.

· Recommendation: HHS and all state AGs should enforce the state-level rights and protections and medical ethics that currently apply to personal health information, including de-identified health information, and trump the weak HIPAA protections.
     9)      Page 14-31 Observations and Recommendations.
· Recommendation: Pages 15-19.  Section 1 Observations and Recommendations on Principles of Data Stewardship for Accountability and Chain of Trust within HIPAA can be completely eliminated when the right of consent is restored. Then all holders of health data are covered, because the protections follow the data.

· Recommendation: Pages 19-21.  Section 2 Observations and Recommendations on Principles of Data Stewardship for Transparency can be eliminated when the right of consent is restored. With consent, individuals will know to whom they disclosed PHI.

· Page 20-21. Recommendations to “enhance” the NPPs should require that consumers be informed about stronger privacy protections in state laws and medical ethics and be given the opportunity to exercise those rights by restoring the right of consent.
· Recommendation: Pages 21-22.  Section 3 Observations and Recommendations on Principles of Data Stewardship for Individual Participation and Control over Personal Health Data does not give individuals any control over health data. Authorization or consent should be obtained by all would-be users of PHI, not just those who are not covered by HIPAA.

· Recommendation: Pages 22-23.  Section 4 Observations and Recommendations on Principles of Data Stewardship for De-Identification. State laws and medical ethics do not exempt “de-identified” data, therefore informed consent must be obtained before the use or disclosure of de-identified PHI. This is especially important if protections for health information do not follow the data. HHS should not define uses of de-identified data, individuals should. NCVHS and HHS should not determine when data can be used without authorization or if a sale of de-identified data is OK.  When consent is restored, individuals can determine which uses of their de-identified data they support.
· Recommendation: Pages 23-24.  Section 5 Observations and Recommendations on Principles of Data Stewardship for Security Safeguards and Controls. Consumers with advice from their health professionals should determine the classes of those with access to levels of their PHI (role-based access). HHS should not determine role-based access. Payers were not mentioned in this section, but they should not be given any access to health data without informed contemporaneous consent. Payers’ employees should also have role-based access to records determined by the patient and doctor. Data holders should be required to use state-of-the art security measures, not simply follow HHS’ guidance. More robust security measures are constantly being developed due to emerging threats to industry systems. HHS cannot keep up with the needed rapid changes to protect data security.
· Recommendation: Pages 25-29.  Section 7 Observations and Recommendations on Oversight for Specific uses of Health Data.  The public is unaware of the vast extent of quality activities and believes quality activities should require informed consent before data is accessed.  Stronger state laws and medical ethics require informed consent before health data is used for quality. OHCAs have to comply with stronger state laws and medical ethics. When the right of consent is restored, there is no need for NCVHS to consider whether or not quality activities are part of healthcare operations and Section 7.1 can be eliminated.
Section 7.2: The use of informed consent for all quality and research activities is the best way to “harmonize” research regulations based on ethical standards.

Section 7.3: Consumers do not care about the distinctions between quality and research. Informed consent should be obtained for both. Section 7.4 can then be eliminated.

10)   Page 29-30, lines 1170-1218. Observations and Recommendations on    
              Transitioning to an NHIN. The benefits of an NHIN will never be realized 
               without the preservation of privacy rights. Americans will not stand for 

               “balancing” their rights to privacy. Like patients with mental illness or addictive 

               disorders, more and more consumers will flee any system that violates privacy 

               and the benefits of an NHIN will never be realized.

· Recommendation: Page 29, lines 1183-1185. 8.1.1  There is no need to “evaluate” “individual choice” otherwise known as the right of consent. Choice or consent or patient autonomy has been the core principle governing medical practice for over 2,400 years.

· Recommendation: Page 29, lines 1196-1199. 8.1.4. This section can be eliminated when privacy is restored because the “chain of trust” is controlled by the consumer.
·  Recommendation: Page 29, lines 1204-1206. 8.1.6. No health data should ever be sold without express informed consent. If anyone has the right to sell personal health information it is the consumer or patient. The sale of PHI to support HIT infrastructure defeats the purpose of the HIT system, which is to provide a private and secure way to store and transmit PHI. Selling PHI to finance the adoption of HIT or to add to corporate profits is like asking your daughter to be a street walker to pay for her wedding, it defeats the entire purpose.
11) Page 30-31. Observations and Recommendations on Privacy Legislation. The key recommendations in this section of the draft will institutionalize data theft and assure the elimination of health privacy rights by Congress.
· Recommendation: Congress should restore the right to health information privacy and enact the strong principles for privacy developed by the bipartisan Coalition for Patient Privacy in 2007 (attached).  The 2006 privacy principles developed by the Coalition for Patient Privacy were used as the basis for the Emanuel-Doggett Privacy Amendment adopted by the House Democrats in 2006 (attached). The 2007 principles are being used today in the marketplace by Microsoft, the world’s leading technology corporation, as the basis for privacy rights and the control consumers have for their data in the HealthVault system.

· Recommendation: NCVHS should base its recommendations on the broad privacy principles developed by bipartisan consumer organizations representing 7 million Americans. These consensus privacy principles also represent the longstanding historical consensus on health privacy rights embodied in the laws and ethics of this nation over the past 200+ years.

· Page 31, lines 1267-1274. 9.2. Anti-discrimination laws fail because Americans do not have a private right of action under HIPAA. It is extremely difficult to sue for damages under state laws, when there is no audit trail of disclosures of health information for TPO. Recommendation: Employers and others should have no access to PHI without informed consent. The way to stop discrimination based on sensitive PHI is to end the illegal and unethical current practice of disclosing PHI without informed contemporaneous consent. Congress should enact meaningful penalties for privacy violations.
Attachments:
1) Key HIPAA laws

2) Westin Survey for the IOM, Oct 2007

3) 2007 privacy principles developed by the Coalition for Patient Privacy
4) Emanuel-Doggett Amendment to HR 4157, adopted by House Democrats and used in a motion to recommit HR 4157 in 2006.
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