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DRAFT Comments on Energy and Commerce Discussion Draft (“Hitec”)

We appreciate the efforts of the authors of the Discussion Draft to promote health IT legislation and build a national framework for electronic health records.  In order to ensure Americans’ most sensitive information, our health records, remain private, we suggest a number of critical changes to this draft.  At a minimum, any health IT legislation must codify the long-standing right Americans have had for over 200 years when they visit their doctors: that what they share is private, and will not be shared with others without their permission, in any way.  This is an ancient concept, 2,400 years old.  It is the foundation of the practice of Medicine and embodied in the Hippocratic Oath; in order for patients to trust their doctors, the doctors must respect them and keep “secret” their most intimate details along with their aches, pains, symptoms, fears, diagnoses and experiences. 

Every American will someday have health problems.  And every American, including every Member of Congress, is vulnerable when personal health information is lost, sold, stolen, posted online or shared.  What has happened post-HIPAA in the burgeoning era of Electronic Health Records is a very perverse change in who controls our most personal information.  Now, those who hold the information control it.  Congress has a responsibility to investigate the massive secondary uses of protected health information.  Congress must pass a statute that restores Americans’ federal right to control all data about the state of their minds and bodies.  

Today, every state has very strong, specific laws to protect health privacy.  Additionally, the federal courts afford the highest privacy protections of all for health information:

· Federal courts have found consistently that the right to informational privacy, as distinct from the right to decisional privacy, is protected by the Fourteenth, Fifth and Fourth Amendments to the United States Constitution.
 

· In fact, the constitutionally protected right to privacy of highly personal information is so well established that no reasonable person could be unaware of it.
 

Despite the fact that HIPAA requires more stringent privacy-protective state laws and medical ethics to prevail over the privacy ‘floor’ in HIPAA, the opposite has occurred.  HIPAA regulations allowing broad access to personal health information without consent have been widely used as the nation’s privacy standard.  This was not the intent of Congress.  Congress must not turn a blind eye to this destructive unintended development.  To do so is akin to a doctor standing by and doing nothing when a patient bleeds to death from multiple wounds. Today, Congress is standing by while Americans’ most sensitive personal health, demographic, and financial information in electronic records hemorrhages throughout cyberspace and across the globe, secretly collected into millions of databases, from which it can never be recovered or deleted.  

Our primary recommendations to this draft are two-fold.  First, restore Americans’ right to control the use and disclosure of their personal health information.  Delegating authority to committees and agencies to establish details of policy and technical standards is often necessary and helpful.  It is a grave mistake however, to delegate privacy policies and standards without ensuring Americans’ fundamental legal, ethical and Constitutional rights to privacy.  

· Three-quarters of the public want the government [elected officials accountable to voters] to set rules to protect the privacy and confidentiality of electronic health information.3
· Two-thirds want the government to set rules controlling the secondary uses of information

· 66% of Americans believe Congress should make protecting information systems and networks a higher priority. Of that group, 46% said they would have “serious” or “very serious” doubts about political candidates who do not support quick action to improve current laws.

Second, public participation is critical and must be strengthened. The American people who have everything to lose, truly those with the most at stake, should have multiple seats at the table and govern the implementation of federal privacy policy and the development of technical standards.  If Americans do not trust  electronic systems, not only will our nation fail to reap the benefits of health IT, but rather health IT will be used to facilitate and expand the existing vast superhighway system for data mining, theft, and misuse of Americans’ personal health data. Once personal health information is disclosed, it can never be made private again. 

The Health Information Technology Policy Committee must include sufficient representation by those without ties to government or the private sector. The committee should include consumer advocates, privacy experts, scholars, and those with expertise in medical ethics.

Also, there must be a formal process to ensure that public comments are adequately considered. The loose and undefined process the draft proposes for public input to the HIT Standards committee will not be effective. There is not even a requirement that the committee actually do anything at all with the public input it receives. The draft effectively shuts the public out of the process of standards-setting. That is why we recommend the first duty of the National Coordinator should be to assure meaningful public input into the development of the nation’s health IT system.

Today the greatest barrier to health information exchange is the fact that electronic systems are neither private nor secure.   Forty-two percent of Americans feel that “privacy risks outweigh expected benefits” from health IT.
  We feel strongly that the current draft will not reassure Americans that electronic health systems can be trusted.                

Specific Comments:

I. Confirm Americans’ rights to control the use and disclosure of personal health information.
PART 1- IMPROVING HEALTHCARE QUALITY, SAFETY, AND EFFICIENCY

TITLE XXX-HEALTH INFORMATION TECHNOLOGY AND QUALITY 

SEC. 3000   DEFINITIONS

Page 5 
Add the definition of Health Information Privacy:
(5) HEALTH INFORMATION PRIVACY.—The term ‘‘health information privacy’’ means, with respect to individually identifiable health information of an individual, the right of such individual to control the acquisition, uses, or disclosures of such information. (language from H. R. 2991 (Independent Health Record Trust Act).
SEC. 3001 OFFICE OF THE NATIONAL COORDINATOR FOR HEALTH INFORMATION TECHNOLOGY

Page 7, (b) PURPOSE (1)

Add the phrase “and medical ethics” so that it reads:
The National Coordinator shall perform the duties under subsection (c) in a manner consistent with the development of a nationwide interoperable health information technology infrastructure that— 
(1) ensures that each patient’s health information is secure and protected, in accordance with applicable law and medical ethics.  

The HIT system should be grounded not only in law but in the enduring ethical principles of the health professions which all require consent for the use and disclosures of PHI.

Page 7, (b) PURPOSE (9)

Add the following language from H. R. 2991 (Independent Health Record Trust Act). H.R. 2991 has 75 bipartisan co-sponsors who all agree that the right to health privacy and definition of health privacy are essential:

(9) ensures that the health information privacy, security, and confidentiality of individually identifiable health information is protected.
Page 10, (c) DUTIES OF NATIONAL COORDINATOR

(3) Strategic Plan (A)(iii)

Revise (iii) with the following:

The incorporation of health information privacy rights in the electronic exchange and use of health information.
Page 79, SUBTITLE B – IMPROVED PRIVACY PROVISIONS

Add a new Section:


MINIMUM PRIVACY STANDARDS—

1) Electronic Health Record must-- 

    (A) expressly recognize the individual's right to privacy and security with respect to the electronic disclosure of such information; 

    (B) permit individuals to exercise their right to privacy and security in the electronic disclosure of such information to another entity by obtaining the individual's written or electronic informed consent, which consent may authorize multiple disclosures; and 

    (C) permit an individual to prohibit access to certain categories of individuals of particularly sensitive information, including data relating to infection with the human immunodeficiency virus (HIV), to mental health, to sexually transmitted diseases, to reproductive health, to domestic violence, to substance abuse treatment, to genetic testing or information, to diabetes, and other information as defined by the Secretary after consent has been provided under subparagraph (B). 

(2) Informed consent may be inferred, in the absence of a contrary indication by the individual-- 

    (A) to the extent necessary to provide treatment and obtain payment for health care in emergency situations; 

    (B) to the extent necessary to provide treatment and payment where the health care provider is required by law to treat the individual; 

    (C) if the health care provider is unable to obtain consent due to substantial barriers to communicating with the individual and the provider reasonably infers from the circumstances, based upon the exercise of professional judgment, that the individual does not object to the disclosure or that the disclosure is in the best interest of the individual; and 

    (D) to the extent that the information is necessary to carry out or otherwise implement a medical practitioner's order or prescription for health services, medical devices or supplies, or pharmaceuticals. 

(3) The protections must prohibit the improper use and disclosure of individually identifiable health information by any entity. 

II.  PUBLIC PARTICIPATION IS CRITICAL AND MUST BE STRENGTHEND
Page 8 and 9, SEC. 3001 (c) DUTIES OF THE NATIONAL COORDINATOR 

(1) STANDARDS 
Add to item (1) with the following:

“The national Coordinator will ensure that all proposed standards and policies undergo the process detailed in the Administrative Procedures Act to ensure the public’s interests are taken into account.”

The National Coordinator should be required to hold public hearings, take public comments on the proposed standards, and refine the standards in accordance with public comments over a period of 6 months before making recommendations to the Secretary. 

GENERAL COMMENTS REGARDING THE HIT POLICY COMMITTEE & HIT STANDARDS COMMITTEE

The only real stakeholders in national electronic records systems are the American people. Industry and government are conflicted. Congress must not delegate the power to alter or eliminate Americans’ long-standing rights to health information privacy to industry or the executive branch. Only Congress has the power to alter or eliminate our fundamental Constitutional rights. 
The proposed members of the HIT Policy and Standards Committees are dominated by conflicted appointees from industry and the executive branch.  As such, the policy recommendations will reflect the special interests of those groups, instead of consumers’ interests. The consequence will be that the standards which are developed will deal with aspects of health IT that do not reflect consumers’ priorities for electronic health systems. 
Ideally, industry and Administration appointees should provide technical expertise and advise the HIT Policy & Standards Committee, but not be appointed or included as voting members. Voting members should be representatives of national health privacy and consumer advocacy organizations.
This draft essentially adopts the current system Health and Human Services (HHS) put in place for policy and standards development (AHIC and HITSP). But the HHS system in place today is designed to eliminate any effective consumer representation and to assure industry and government dominance of the policy and standards development processes.  At HITSP, consumer input from members of the panel is almost totally absent. I was the first consumer member of HITSP to be allowed to make a presentation to the panel (in Dec 2007). 

Enshrining the current HHS process in statute will have results exactly like the results we have seen so far with HITSP and AHIC: the public’s interests and rights to health information privacy are systematically ignored, and policies and standards that serve corporate and government interests are enacted with no broad public involvement or debate, no public hearings, and no process for any meaningful public or Congressional oversight. 

GENERAL RECOMMENDATION TO IMPROVE THE STRUCTURE OF THE HIT POLICY COMMITTEE & HIT STANDARDS COMMITTEE

Create a NEW SEC 3002.  PATIENT ADVISORY COMMITTEE

Require both the HIT Policy & HIT Standards Committees to report their recommendations to a Patient Advisory Committee chaired by the National Coordinator.  It is this body alone that should have the voting power to approve or disapprove the recommendations to the Secretary made by the HIT Policy & HIT Standards Committees.
The committee should consist of consumer and patient advocates or individuals that could be allocated on a state by state basis.  Each state may have one (1) representative; and each state may determine their process for selecting such representative. No member should have any financial or employment interest in a health IT system, software or program.  Funds should be allocated to cover travel and all support for the Patient Advisory Committee.

(Amend the HIT Policy Committee and HIT Standards Committee sections as necessary to reflect this new structure.)

Page 18, SEC. 3002 HIT POLICY COMMITTEE (3) FORUM &

Page 25, SEC. 3003 HIT STANDARDS COMMITTEE (b) (2) FORUM  
· The Forum provides “broad stakeholder input”. In fact, the input is so broad that it ensures consumers’ privacy rights and autonomy will be wiped out by concentrating the membership of the HIT Policy Committee with industry and government appointees.

Page 25-26  (b) (4) PUBLIC INPUT

· The loose and undefined process the draft proposes for public input to the HIT Standards Committee will be ineffective. There is not even a requirement that the committee actually do anything at all with the public input it receives, and the time allowed for the public to comment on proposed standards is extremely short (30 days).

The draft effectively shuts the public out of the process of standards-setting. This is another reason why it is essential that the first duty of the National Coordinator should be to assure meaningful public input into the development of the nation’s health IT system (see recommendations on page 4 of these comments).

Page 26   (b) (6) REQUIREMENT TO INTEGRATE RECOMMENDATIONS
· We recommend adding effective public involvement and oversight of policy and standards development. (See our recommendation on page 4 for a new duty for the National Coordinator—to ensure meaningful public input and oversight of policy and standards development.)

Additional Comments                          

PART 1- IMPROVING HEALTHCARE QUALITY, SAFETY, AND EFFICIENCY

TITLE XXX-HEALTH INFORMATION TECHNOLOGY AND QUALITY 

SEC. 3000   DEFINITIONS

Page 4

Delete the definition of “enterprise integration.”
This definition is designed to ensure that data can be exchanged and used by “all components of the health care infrastructure” and “interested parties” and includes “protocols and related standards.” This definition appears to create new rights for government, corporations, and other interested parties to “exchange and use PHI.” 

The only standard needed to ensure data exchange and use is the standard we have always had in this nation: the right of consent. Only consumers can ensure that their data goes to exactly the right places at the right time with informed consent. 

Define “Applicable laws.”
“Applicable Laws include at minimum: common law, state law, federal law, Constitutional law, state Constitutional law, tort law, the physician-patient privilege, the psychotherapist-patient privilege, and contract law that define health privacy rights.”

SEC. 3001 OFFICE OF THE NATIONAL COORDINATOR FOR HEALTH INFORMATION TECHNOLOGY

Page 8, (b) PURPOSE (7)

Amend item (7) to require Informed consent for research:


(7) “facilitates health research and health care quality using technologies to obtain informed electronic consent from individuals”

The requirement for informed consent before any research is required in the codes of ethics for researchers as well as the Declaration of Helsinki.
 It is essential to build an ethical system for research that uses PHI. To be ethical, researchers must obtain the full and informed consent of participating human subjects. 

Today electronic consents can eliminate the past burdens of time and cost to obtain informed consent from large numbers of subjects because they offer cheap, instantaneous control over PHI for consumers. Consent will soon be easily obtained, even via cell phones. Now that technology can deliver ‘smart’ solutions so consent can be obtained directly from each individual rather than from IRBs or Privacy Boards, Congress should promote electronic consents that enable individuals to exercise their rights to control the use of PHI.
Page 10, (c) DUTIES OF THE NATIONAL COORDINATOR (3)(A)(iv) and (vi)

Replace (iv) with the following language regarding security methods:

(iv) the entity shall maintain Federal health care data and reports separately from the rest of the organization and establish appropriate security measures to maintain the confidentiality and privacy of the Federal health care data and reports;
We recommend NOT being prescriptive by using words for specific technologies like “encryption” and recommend substituting broader language like that in H.R. 3800.

Replace (vi) with the following: 
(vi)  “Methods to foster the public understanding the risks and potential benefits of health technology.”

It is dangerous to promote HIT without understanding the risks. It does not seem that Congress has yet taken the opportunity to investigate the vast and global extent of secret databases of the nation’s PHI or the illegal and unethical uses of health information data bases without informed consent. Only if the risks are acknowledged and addressed can the public understand and trust health technology.
Page 11, (c)(3)(B) COLLABORATION

Replace (B) with the following:

“The strategic plan should be developed and updated by the public.”

The only real stakeholders in electronic health records systems and data exchange are consumers and patients. Industry has inherent conflicts of interest re: the development of the electronic health system, because by law their fiduciary duties are to stockholders, not to consumers.

Page 12, (c)(7) EVALUATION OF BENEFITS AND COSTS OF INTEROPERABILITY

Revise item (7) to include assessment of risk as well as benefits and costs: 
“The National Coordinator shall evaluate and publish evidence on the risks, benefits, and costs of interoperable health information technology and assess to whom these risks, benefits, and costs accrue.”

Again, the risks of interoperability must be addressed, as well as costs and benefits. Pretending that there are no risks to health technology does the nation a real disservice. Only if the risks are mapped and dealt with directly can they be controlled and lessened.
SEC. 3002 HIT POLICY COMMITTEE
Pages 16-17, (B) AREAS REQUIRED FOR CONSIDERATION (i) 

REMOVE the following phrase on p. 17, lines 1 & 2:

“and agreed to by the provider involved”

The only person with the right to determine to whom and for what purposes PHI will be disclosed is the individual who sought treatment, which results in the creation of PHI. “Providers” should never be granted this new and extraordinarily broad right to determine disclosures of Americans’ PHI.  Granting providers the right to control decisions about consumers’ decisions about disclosures and uses of PHI will eliminate Americans’ existing privacy rights in the law and in the principles of medical ethics.

Page 17, (b) DUTIES (2)(C)(i) OTHER AREAS FOR CONSIDERATION

Revise (i) to state:

“The appropriate uses of a nation-wide health information infrastructure with individuals’ informed electronic consents for the following purposes including-----”

Without informed electronic consent, the many uses detailed in (I) through (IV) will erode the public’s trust in doctors and the healthcare system. The lack of control over health information, the lack of privacy, causes millions to die or suffer every year:
· 600,000 cancer patients avoid early treatment and diagnosis due to privacy concerns

· 2,000,000 people do not seek treatment for mental illness or addiction due to privacy concerns

· 150,000 Iraqi vets avoid treatment for PTSD die to privacy concerns

· Millions of Americans with STDS, including 1/4 of all teenage girls, avoid treatment due to privacy concerns. 

An electronic health system that does not guarantee Americans’ rights to privacy will drive millions more people to avoid needed treatment and cause more to die or become disabled.

Page 18, (b) DUTIES (2)(C)(vi) OTHER AREAS FOR CONSIDERATION

Revise (vi) to state:

“Any other technology that the HIT Policy Committee finds to be among the technologies with the greatest potential to improve the quality, efficiency and privacy of health care.”

There are many innovative technologies that ensure privacy and consumer control over health information. Congress should ensure that privacy-protective technologies are promoted. 

Page 21, (4) PARTICIPATION
Delete this section

Lines 21-22 eliminate the possibility that consumer interests could ever prevail, while appearing to ensure that industry and government cannot have “undue influence” over the committee’s recommendations. 

Page 22, (6) OUTSIDE INVOLVEMENT
Delete this section.
This is a faux process because nothing meaningful is actually required to ensure participation of “outside advisors.” It should be deleted because it is so grossly inadequate.  We previously recommended that the first job of the National Coordinator should be to assure full and rich participation by the public via a six month period for comments and hearings on all policies and standards; and the requirement that the public’s input actually be taken into account via adherence to the guidance for public input into regulations in the Administrative Procedures Act. (See page 4 of these comments.)

SEC. 3003 HIT STANDARDS COMMITTEE

Page 29, (c)(3) BALANCE

Delete this section

Lines 3-8 eliminate the possibility that consumer interests could ever prevail, while appearing to ensure that industry and government cannot have “undue influence” over the committee’s recommendations. 

Page 29, (c)(5) OUTSIDE INVOLVEMENT
Delete this section and assure public participation and involvement via giving that job to the National Coordinator (see page 4 of these comments).
The committee is required to “ensure an adequate opportunity for the participation of outside advisors”, but no process for involvement is defined and there is no definition of “adequate opportunity”. Therefore, the committee can do whatever it likes with “outside” advice. There is no requirement to take outside advisors’ recommendations into account. 

SEC. 3004 PROCESS FOR ADOPTION OF ENDORSED RECOMMENDATIONS
Page 30, (a) REVIEW OF ENDORSED STANDARDS, SPEIFICATIONS, AND CRITERIA
Revise draft to require that the Secretary use the rulemaking process in the Administrative Procedures Act.

The Secretary and other federal agency representatives have 90 days to determine whether or not “such standard, specification, or criterion shall be proposed for adoption by the Secretary”. This is a closed process without meaningful public input. 
SEC. 3007 HEALTH INFORMATION TECHNOLOGY RESOURCE CENTER
Page 32, (a)(1) IN GENERAL

Revise line 15-17 to: 
“accelerate efforts to adopt, implement, and effectively use interoperable privacy-enhancing health information technology…”

Page 33, (a)(2)(C) 

Revise Line 6 to: 
“interoperable privacy-enhancing health information technology”;

SEC. 102  TRANSITIONS
Page 35, (b) AHIC (1) 
We recommend that AHIC be dissolved and a new Patient Advisory Committee govern the HIT Policy and Standards Committees (as detailed on pages 5 & 6of these comments).
Page 36, (2) AHIC
We recommend eliminating this entire section.
PART 2- APPLICATION AND USE OF ADOPTED HEALTH INFORMATION TECHNOLOGY STANDARDS; REPORTS  
SEC. 111 COORDINATION OF FEDERAL ACTIVITIES WITH ADOPTED STANDARDS AND IMPLENTATION SPECIFICATIONS.
PAGE 37, (b) FEDERAL INFORMATION COLLECTION ACTIVITIES
Delete this section.

The President is required to “ensure that Federal activities involving the broad collection and submission of health information are consistent” with the standards and specifications developed by the HIT Standards committee “within 3 years of adoption”. We do not agree that the President should be required to adopt HIT standards that are developed according to the process in this draft.
Taken in total, this draft ensures neither Congress nor the public is involved in the either the development or oversight of health IT standards and privacy policies. Instead industry and government appointees develop standards and policy, and whatever standards and policies they decide on, the President is required to implement as we understand the writing. This draft eliminates the authority of both Congress and the President. 
As we understand this section, we would  have to oppose it; Congress should not cede its own powers and authority. Voters elect members to exercise powers on their behalf, not to cede their lawmaking powers and the President’s authority to private industry.  The public has NOT granted either Congress or the government the right to “ensure broad collection and submission of health information”.   This section clearly violates Americans’ Constitutional rights to control disclosures of health information.

SEC. 113 REPORTS

Page 38, (a) (1) 

Revise Line 15 to:

“information that assures consumers’ rights to health information privacy are restored”;

Subtitle B—Incentives for the Use of health Information Technology
SEC. 3011  GRANTS AND LOANS TO FACILITATE THE WIDESPREAD ADOPTION OF QUALIFIED HEALTH INFORMATION TECHNOLOGY
Page 39, (a)(2)(A) 

Define “applicable law’ as suggested on p. 7 of these comments or replace “applicable law” in the draft with: 
“common law, state law, federal law, Constitutional law, state Constitutional law, tort law, the physician-patient privilege, the psychotherapist-patient privilege, and contract law that define health privacy rights.”

Page 52, (c) COMPETITIVE GRANTS FOR THE IMPLEMENTATION OF REGIONAL OR LOCAL HEALTH INFORMATION TECHNOLOGY PLANS  

(2) ELIGIBILITY   

Replace Lines 13-14 with: 
“To be eligible to receive a grant under paragraph (1) an entity, which may be a health record bank or trust, shall—

We recommend adding the above language from HR 5442, the TRUST Act to encourage the development of state or regional health banks or trusts (page 139, lines 12-14).
Page 52, (c)(2)(C) 

Add to Lines 22-23: 
“to improve health care privacy, quality, and efficiency”;

Page 53, (c)(2)(D) 
With the exception of patient or consumer organizations (vii), redefine all stakeholders enumerated in (i)- (x) as consultants to an all-consumer governance structure with no voting rights.

Page 55 (B) (iii) 

Add to Lines 20-21:  
“to improve health care privacy, quality, and efficiency”
Page 56, (B)(v) 

Add to Line 6: 
“Federal and State law, common law, state law, Constitutional law, state Constitutional law, tort law, the physician-patient privilege, the psychotherapist-patient privilege, and contract law”;

Page 56, (B)(vi) 

Line 8, REPLACE “stakeholders” with “consumer members.”
We recommend that governance be exclusively by representatives of consumer and privacy advocacy organizations.

Page 58, (d)(2) 

Add to Line 25: 
“health care privacy, quality, and safety”;

Reports to the National Coordinator should include analyses of the impact of the project on privacy.

SEC. 202  RESEARCH AND DEVELOPMENT PROGRAMS

Page 66, (a)(4) RESEARCH AREAS

Add to Lines 19-21 (G): 
“health information privacy, security, and integrity”.

Page 68, (b)(2) 

Add to Line 4: 
“ data privacy and security”; 

TITLE III—PRIVACY AND SECURITY PROVISIONS

SEC. 3000 DEFINITIONS
Page 68    

There is no definition of “privacy.” See our recommendation for the definition on page 3 of these comments.

Page 69, (4) DISCLOSE

Replace the definition of “disclose” with: 
(4) DISCLOSE.—The term ‘‘disclose’’ means to release, publish, share, transfer, transmit, disseminate, show, permit access to, communicate (orally or otherwise), re-identify, or otherwise divulge personal health information to any person other than the individual who is the subject of such information. Such term includes the initial disclosure and any subsequent re-disclosure of personal health information. (Page 89, Lines 4-12, HR 5442, the TRUST Act)
Subtitle A—Security Provisions

SEC. 302 NOTIFICATION IN THE CASE OF BREACH

Page 72 (a) IN GENERAL

Delete from Lines 6-9:

“if the unauthorized use of such information could reasonably result in substantial harm, embarrassment, inconvenience, or unfairness to the individual.” 

There is no need to weaken the breach notice—the entire point of the breach notice is to encourage data holders to build in the strongest possible security measures.

Page 72 (a)(c) BREACHES TREATED AS DISCOVERED

Delete this section.

It is entirely possible for a breach to go on for years without the entity knowing.  All data holders should have ongoing penetration and other security testing to discover any breaches immediately.  A recent illustration is the case of Wellpoint. Wellpoint left PHI on the Internet with open access for months and never discovered it. Even after the open access to PHI was reported, Wellpoint did not eliminate the access, as the intruder was able to use the same passwords to re-enter the data bases later. 

Page 73-74  (e) METHODS OF NOTICE (1) INDIVIDUAL NOTICE

Replace Lines 19-25, p.73 and Lines 1-4, p.74 with: 
(1) INDIVIDUAL NOTICE.—Notice required under this section shall be provided in such form as the individual selects, including—

(A) written notification to the last known home mailing address of the individual in the records of the person;

(B) telephone notice to the individual personally; or

(C) e-mail notice, if the individual has consented to receive such notice and the notice is consistent with the provisions permitting electronic transmission of notices under section 101 of the Electronic Signatures in Global and National Commerce Act (15 U.S.C. 7001).

Individuals should have the option of whatever form they wish to be notified. Many may prefer email or phone to assure more rapid information.

SEC. 303   EDUCATION ON HEALTH INFORMATION PRIVACY AND REPORT ON COMPLIANCE

Page 77-79 
· We do not agree that HHS and OCR should continue to handle complaints about privacy breaches. We recommend moving all the functions outlined on these pages to the FTC, which has a strong track record of defending consumers’ privacy rights.

· The real problem with this section is that unless Americans’ rights to control use and disclosure of their PHI are restored there is nothing for either the OCR or FTC to enforce that matters much to the public. 

The vast majority of complaints received by OCR for privacy violations were NOT violations under the HIPAA Privacy Rule, because the regulatory permission providers were granted to use and disclosure PHI is so broad, that there is no use of PHI that cannot be justified as either treatment, payment, or healthcare operations. Again, what consumers perceive as unwanted, illegal or unethical violations of their privacy are legal under HIPAA.

Subtitle B—Improved Privacy Provisions

SEC. 311   APPLICATION OF PENALTIES TO BUSINESS ASSOCIATES OF COVERED ENTITIES FOR VIOLATIONS OF PRIVACY CONTRACT REQUIREMENTS

Pages 79-80
This section is extremely hard to understand, even for experts in health IT and privacy who have been following proposed legislation very carefully. We understand from discussions with staff that the intention of this section was to make sure that “business associates” are subject to the same penalties that providers or covered entities are subject to under HIPAA. 

The problems with that concept are: 
1) Unless the right to health information privacy is restored, there are NO penalties for the violations of privacy that the public cares the most about: the rampant systemic uses of PHI by providers, government agencies, and the numerous data mining industries without our consent. 

2) It appears that this section requires “business associates” to comply with HIPAA. That means millions more corporations and businesses will be able to secretly use and disclose PHI without consumers’ consent for purposes that the public would never agree to. This change will vastly expand the universe of corporations that can legally data mine and sell PHI without consumer permission. Today, the amended HIPAA Privacy Rule is the data mining industries’ dream regulation, because it legalizes data mining by any provider, government agency, or business that deals with healthcare or PHI. 

SEC. 312 REQUESTED RESTRICTIONS ON CERTAIN DISCLOSURES OF HEALTH INFORMATION;

ACCOUNTING OF CERTAIN PROTECTED HEALTH INFORMATION DISCLOSURES

Pages 80-81, (a)(1) and (2)
Delete section (a) and replacing it with the right of consent and the right to health information privacy as detailed on page 3 of these comments.

· Section (a) is extremely hard to understand, even for experts in health IT and privacy who have been following proposed legislation very carefully. We recognize the staff wanted to let those who pay-out-of-pocket to have a bit more control over disclosures of their PHI, but this section does not accomplish that aim, even if you agree that those who can pay for their own care should have greater privacy rights than everyone else.

· (1) and (2) Require covered entities to comply with requests of Americans who pay-out-of-pocket for healthcare to restrict disclosures of their PHI to health plans for payment ONLY.  This means disclosures can still be made for treatment and healthcare operations without consent. 

This section does NOT come close to what the public wants: i.e. to fully control access to PHI via the right of consent, regardless of ability to pay. Those with third-party coverage should have the very same legal and ethical rights to privacy as people who can afford to pay for healthcare out-of-pocket. The right to privacy does not depend on how wealthy you are, it is a fundamental Constitutional right. Vulnerable and indigent patients are the ones who will be harmed most by unwanted, illegal, and unethical disclosures of PHI to employers, insurers, and financial institutions. We do not agree that rights should depend on how wealthy you are.
Pages 81-82, (b) DISCLOSURES REQUIRED TO BE LIMITED TO THE LIMITED DATA SET OR THE MINIMUM NECESSARY (1) IN GENERAL and (2) APPLICATION OF EXCEPTIONS.
Add the right of consent and the right to health information privacy as detailed on page 3-4 of these comments.   Delete sections (b) (1) and (2) entirely and substituting language that states consumers must be able to segment sensitive PHI. 
This is a key requirement of the 2007 privacy principles developed by the bipartisan Coalition for Patient Privacy.
· We recognize that staff intended to limit the extent of PHI disclosed for each use or request because it has become clear that the “minimum necessary” language in HIPAA has proven to be totally unworkable for disclosures. The most striking example is that third party payers routinely ask for entire records of treatment episodes or even entire charts before paying claims. Physicians do not have the time or staff to respond by negotiating or sending less data when payment is withheld, so patients’ privacy is routinely violated because the “minimum necessary” standard is impractical, costly, and not enforceable.
· Precedents for segmentation exist in the HIPAA regulations, which require patient authorization before the release of psychotherapy notes that are kept separate from the general medical record and in the federal statutes on the Confidentiality of Alcohol and Drug Abuse Patient Records at 42 CFR Part 2(2.1-2.67) and Confidentiality of Substance Abuse Records at 42 USC 290dd-2. The TRUST Act, HR 5442, also contains explicit language requiring that individuals be provided the means to segment sensitive PHI.

Add the following additional language from the statute on the CONFIDENTIALITY OF ALCOHOL AND DRUG ABUSE PATIENT RECORDS to ensure that health information disclosed for one purpose may not be used for another purpose before informed consent has been obtained. A strong precedent exists in federal statute to stop onward transfer or secondary uses of PHI without informed consent.

Title 42: Public Health PART 2—CONFIDENTIALITY OF ALCOHOL AND DRUG ABUSE PATIENT RECORDS 
Subpart C—Disclosures With Patient's Consent § 2.32 Prohibition on redisclosure.
“Notice to accompany disclosure. Each disclosure made with the patient's written consent must be accompanied by the following written statement: 
This information has been disclosed to you from records protected by Federal confidentiality rules (42 CFR part 2). The Federal rules prohibit you from making any further disclosure of this information unless further disclosure is expressly permitted by the written consent of the person to whom it pertains or as otherwise permitted by 42 CFR part 2. A general authorization for the release of medical or other information is NOT sufficient for this purpose.”

Page 82, SEC. 312   (c) ACCOUNTING OF CERTAIN PROTECTED HEALTH INFORMATION DISCLOSURES IF COVERED ENTITIES USES ELECTRONIC MEDICAL RECORD (1) IN GENERAL.
Revise this section to require audit trails of all disclosures of PHI from any entity that holds or transfers PHI, as required in the 2007 privacy principles developed by the bipartisan Coalition for Patient Privacy.
· Audit trails will be required in limited circumstances. We appreciate that staff was trying to require audit trails for some disclosures, because HIPAA does not require audit trails for routine uses or disclosures of PHI. But requiring audit trails ONLY if a covered entity “maintains” an “EMR” does not cover most PHI which is scattered in many pieces throughout electronic health systems. Covered entities may store PHI in many other formats and the draft does not require audit trails for any other formats. 

Page 82, SEC. 312   (c) (2) ELECTRONIC MEDICAL RECORDS DEFINED.
Delete this section and substitute the requirement for audit trails for ALL disclosures of PHI from all entities holding or using PHI.

The draft definition even further limits the situations where audit trails are required for PHI collected by “licensed clinicians and staff who are from a single organization and who are involved in the health care of the individual.”

Page 83, SEC. 313    CONDITIONS ON CERTAIN CONTACTS AS PART OF HEALTH CARE OPERATIONS  (a) IN GENERAL.
· Staff intended this section to close the gaping loophole in HIPAA caused when marketing was redefined as “patient education” aka “treatment alternatives”. We support this change.

Page 83 SEC. 314 STUDY ON APPLICATION OF PRIVACY AND SECURITY REQUIREMENTS TO VENDORS OF PERSONAL HEALTH RECORDS.

· We appreciate staff’s intent to require a study and report to Congress on recommendations for the privacy and security of PHRs and which federal agency is best equipped to enforce privacy and security requirements in PHRs. We strongly agree that Congress should make all the major decisions about the privacy of PHI, wherever it is held, not bureaucrats or industry appointees. Only Congress has the authority to alter or eliminate our fundamental rights to health privacy.

· But instead we recommend stronger measures because every day without privacy, PHI is used in ways that no one would ever agree to and the privacy of that data can never be restored. Congress should act NOW to guarantee that consumers control PHI no matter where it is held by including all eleven privacy principles developed by the Coalition for Patient Privacy in 2007 in the draft. 

Page 84    SEC. 315  TEMPORARY BREACH NOTIFICATION REQUIREMENT FOR VENDORS OF PERSONAL HEALTH RECORDS.

We recommend that Americans be notified of breaches of PHI, no matter where it is held (PHR, EHR, etc). A separate breach notification process is not needed for PHRs,

Pages 85-86  (e)  EXEMPTION. (1) GENERAL EXEMPTION
Delete this section.

· The vendor should not have the right to determine whether or not there is “risk of substantial harm, embarrassment, inconvenience, or unfairness to the individual pursuant to breach.” All breaches should be reported as detailed on pages ____of these comments.

Page 86   (2) PRESUMPTION OF NO REASONABLE RISK IN CASES OF ENCRYPTION

Require that entities that assert that they use encryption offer proof that the method of encryption used is not the cause of a privacy breach.

Encryption alone is not “enough to establish a presumption that no reaonsonable harm, embarrassment, inconvenience, or unfairness to the individual exists pursuant to a breach of security.”  Encryption requires keys be stored with the encrypted data for decryption, so it is not enough to assume encryption alone is enough to protect PHI. 
Page 86  (3)  FTC GUIDANCE

Delete this section so that the breach reporting process be the same for PHRs as for all breaches of PHI.

Page 86-87  (f) DEFINITIONS. And (g) EFFECTIVE DATE

Delete these sections.  

PHRs should be covered by the same strong privacy principles we recommend for all PHI in electronic health systems. 

Page 87  SEC. 316   BUSINESS ASSOCIATE CONTRACTS REQUIRED FOR CERTAIN ENTITIES.

· We again recommend that any entity that uses, holds, transmits, or creates PHI including HIEs, RHIOs, or E-prescribing Gateways all adhere to the standards described in pages 2-4 of these comments.

Page 88    SEC 317  GUIDANCE ON IMPLEMENTATION SPECIFICATION TO DE-IDENTIFY PROTECTED HEALTH INFORMATION

Require that the Secretary of HHS issue proposed guidance on “how best to implement the requirements for the de-identification of PHI” and then use the same deliberative and open public process specified in the Administrative Procedures Act to ensure adequate time for public debate and input.

Page 88  SEC 318  GAO REPORT ON TREATMENT DISCLOSURES

· We recommend that the GAO study the effects of requiring informed consent for the use and disclosure of PHI for TPO. Only if ‘smart’ consent technologies are tested and studied, will Americans know they can trust electronic systems and fully participate in the healthcare system.  Robust, independent electronic consent management tools exist that allow each individual to choose broad consent directives for situations like emergency treatment or participation in research studies on a particular disease, as well as allow individuals to segregate their most sensitive data down to the level of the data field should be tested and studied. 

The study proposed in the draft is based on the elimination of individuals’ existing rights to determine which providers they want to disclose which parts of their sensitive personal health records. The rights Americans have long had in paper medical records systems, i.e. rights to determine which records are seen by which providers, should not be eliminated because we move to electronic health systems. ‘Smart’ technologies should be used to preserve and strengthen our strong legal and ethical rights to control access to PHI.

‘Smart’ consent technologies can provide cheap, instantaneous and exquisitely detailed consents down to the level of the data field if the individual so chooses and keep audit trails of all disclosures. By keeping track of all consents in one place, independent consent management tools can also meet HIPAA’s requirement to forward any consumer amendments to PHI to the entities that their PHI has previously been disclosed to. Today, technology can provide far better, cheaper, and highly individualized consent tools and audit trails than were ever possible in paper systems. There is no longer any justification for one-size-fits-all solutions to consent for disclosures. 

The staff intended to address the problems of states that are dealing with deciding what information can be disclosed under HIPAA for treatment. Our recommendations offer solutions to the states that adhere to the very strong privacy-protective laws and medical ethics in every state requiring informed consent for disclosures of PHI. 

This is the ideal time for Congress to require the states to use ‘smart’ consent technologies to facilitate HIE. Consent management tools are far better, cheaper, instantaneous, and more granular than was ever possible for written consents used in paper records systems. People can even give electronic consent by cell phone today.
Subtitle C-Relationship to Other Laws; Effective date
Page 89  SEC. 321 REALTIONSHIP TO OTHER LAWS. 

· We do not support preemption of stronger state laws. The draft appears to hold that more stringent state privacy laws will continue to trump HIPAA.  This is important language to keep in tact.

� Whalen v. Roe, 97 S. Ct. 869, 877 (1977); Ferguson v. City of Charleston, 121 S. Ct. 1281, 1288  (2001)


� Sterling v. Borough of Minersville, 232 F.3d 190, 198 (3rd Cir. 2000)


� Markle Foundation Survey, November 2006


� Federal Computer Week, May 23, 2006


� Harris/Westin poll on EHRs and Privacy (2006)


� World Medical Association Declaration of Helsinki, June 1964.  Ethical Principles for Medical Research Involving Human Subjects:





A. INTRODUCTION


5) In medical research on human subjects, considerations related to the well- being of the human subject should take precedence over the needs and interests of society.





B. BASIC PRINCIPLES FOR ALL MEDICAL RESEARCH


10) It is the duty of the physician in medical research to protect the life, health, privacy, and dignity of the human subject.





21) The right of research subjects to safeguard their integrity must always be respected. Every precaution should be taken to respect the privacy of the subject, the confidentiality of the patients information, and to minimize the impact of the study on the subject’s physical and mental integrity and on the personality of the subject.
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